Teleport

Mastering Teleport: Secure Access and
Management for Your Infrastructure

In the world of secure access and management for infrastructure, Teleport stands out as a powerful
tool. It provides secure access to servers, Kubernetes clusters, web applications, and databases,
simplifying and securing your infrastructure management. This article delves into the features of
Teleport, provides Docker-Compose installation instructions, and guides you through the basic
setup.

What is Teleport?

Teleport is an open-source, unified access plane that enables secure access to various
infrastructure resources. It integrates well with existing security standards, providing role-based
access controls, auditing, and session recording to ensure compliance and security.

Key Features of Teleport

1. Unified Access Plane

e Single Sign-On (SSO): Integrates with SSO providers like Google, GitHub, Okta, and
others, allowing seamless and secure access.

e Unified Access: Access servers, Kubernetes clusters, databases, and internal
applications from a single point of control.

2. Role-Based Access Control (RBAC)

e Granular Permissions: Define roles and permissions with fine-grained controls to ensure
that users have the right level of access.

o Audit Logs: Keep detailed logs of all access and actions taken, which are essential for
compliance and security auditing.

3. Multi-Protocol Support

e SSH and Kubernetes: Manage SSH servers and Kubernetes clusters with ease.



e Database Access: Securely access SQL databases such as PostgreSQL and MySQL.
e Application Access: Provide secure access to internal web applications without exposing
them to the internet.

4. Security and Compliance

e End-to-End Encryption: All data in transit is encrypted, ensuring that sensitive
information remains secure.

e Multi-Factor Authentication (MFA): Supports various MFA methods, adding an extra
layer of security.

e Session Recording: Record all user sessions for auditing and compliance purposes.

5. Ease of Deployment and Management

e Easy Setup: Deploy Teleport easily using Docker, Kubernetes, or traditional installation
methods.
e Scalability: Scale Teleport to manage thousands of nodes across multiple environments.

Installing Teleport Using Docker-Compose

Docker-Compose simplifies the deployment of Teleport by orchestrating the necessary services.
Follow these steps to get Teleport up and running using Docker-Compose.

Step-by-Step Docker-Compose Installation

1. Install Docker and Docker-Compose
Ensure Docker and Docker-Compose are installed on your system. For installation

instructions, refer to the Docker installation guide and the Docker-Compose installation

guide.

2. Create a Docker-Compose File
Create a directory for your Teleport setup and navigate to it. Create a docker-compose.yml
file with the following content:

services:
teleport:

image: quay.io/gravitational/teleport:latest

container name: teleport

ports:
- "3022:3022" # SSH Service
- "3023:3023" # Teleport Auth Service
- "3025:3025" # Teleport Proxy Service
- "3080:3080" # Teleport Web UI



volumes:
- ./data:/var/lib/teleport
- ./config:/etc/teleport

restart: unless-stopped

3. Create Teleport Configuration
Create a config.yaml file in the config directory with the following basic configuration:

teleport:
data dir: /var/lib/teleport
auth token: "your-cluster-join-token"
auth_servers:
- teleport:3025
auth_service:
enabled: true
proxy service:
enabled: true
public addr: "your-public-ip:3080"
ssh_service:

enabled: true

4. Start Teleport
Open a terminal, navigate to the directory containing the docker-compose.yml file, and run
the following command:

docker-compose up -d

This command will pull the Teleport Docker image and start the container in detached
mode.

5. Access the Teleport Web Ul
Open your web browser and navigate to http://localhost:3080 to access the Teleport web
interface.

Basic Setup Instructions

Once Teleport is running, you'll need to configure it to start managing your infrastructure securely.

Step 1: Create a User

e Access the Teleport web Ul at http://localhost:3080 .
e Use the default admin credentials to log in and create a new user with appropriate roles.

Step 2: Join Nodes to the Cluster



e Use the tctl command to generate a join token for adding new nodes:

tctl nodes add --roles=node

e On the node you wish to join, install and configure Teleport using the join token:

teleport start --roles=node --token=your-cluster-join-token --auth-

server=teleport:3025

Step 3: Configure Role-Based Access Control (RBAC)

e Define roles and permissions in the roles.yaml file and apply them using tctl:

kind: role
metadata:
name: developer
spec:
allow:
logins: ["developer"]

node labels:

nxn, nxn

tctl create -f roles.yaml

Useful Links

e Teleport Official Website - Learn more about Teleport and download the software.

e Teleport Documentation - Access detailed setup guides and documentation.

e Teleport Community Forum - Join the community for support and discussions.

Conclusion

Teleport is a robust, open-source solution for securing access to your infrastructure. Its
comprehensive features, including role-based access control, multi-protocol support, and session
recording, make it an ideal choice for organizations looking to enhance their security posture. By
following the Docker-Compose installation and setup instructions, you can quickly deploy Teleport
and start managing your infrastructure securely and efficiently.
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