
In the world of IT infrastructure management, NetBox stands out as a powerful, open-source tool
designed to manage and document networks and data centers. Originally developed by
DigitalOcean, NetBox provides a robust platform for managing IP addresses, racks, devices,
connections, and much more. This article explores the features of NetBox, provides Docker-
Compose installation instructions, and guides you through the basic setup.

NetBox is an open-source application used for documenting and managing computer networks. It
covers a wide range of functions, including IP address management (IPAM) and data center
infrastructure management (DCIM). NetBox is designed to serve as a source of truth for network
infrastructure, providing detailed information about devices, connections, and network topologies.

IP Address Tracking: Manage and track IP addresses and their assignments.
Subnet Management: Organize and manage IP subnets and VLANs.

Rack Management: Document and manage racks, including their contents and layout.
Device Management: Track details about network devices, including types, connections,
and status.
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What is NetBox?

Key Features of NetBox
1. IP Address Management (IPAM)

2. Data Center Infrastructure Management (DCIM)



Cabling: Document and manage physical cabling and connections.
Logical Connections: Track logical connections between devices and networks.

Topology Maps: Generate visual representations of network topologies.
Rack Elevations: Visualize the physical layout of racks and their contents.

User Roles: Define user roles and permissions to control access to various features and
data.
Audit Logs: Track changes and user activities for security and compliance.

API: A comprehensive REST API for integrating with other systems and automating tasks.
Plugins: Extend NetBox functionality with custom plugins and integrations.

Deploying NetBox with Docker-Compose simplifies the setup process and ensures a consistent
environment. Follow these steps to get started.

1. Install Docker and Docker-Compose
Ensure Docker and Docker-Compose are installed on your system. Refer to the Docker
installation guide and the Docker-Compose installation guide for instructions.

2. Create a Docker-Compose File
Create a directory for your NetBox setup and navigate to it. Create a docker-compose.yml
file with the following content:

services:

  netbox:

    image: netboxcommunity/netbox:latest

    container_name: netbox

    ports:

      - "8000:8080"

    environment:

3. Connection Management

4. Visualization Tools

5. Role-Based Access Control

6. Integration and Extensibility

Installing NetBox Using Docker-Compose

Step-by-Step Docker-Compose Installation



Adjust the environment variables and volume paths as needed.

      - ALLOWED_HOSTS=*

      - DB_HOST=postgres

      - DB_NAME=netbox

      - DB_USER=netbox

      - DB_PASSWORD=netbox

      - REDIS_HOST=redis

      - REDIS_PASSWORD=netbox

    volumes:

      - ./netbox:/opt/netbox/netbox/media

    depends_on:

      - postgres

      - redis

  postgres:

    image: postgres:13-alpine

    container_name: postgres

    environment:

      - POSTGRES_DB=netbox

      - POSTGRES_USER=netbox

      - POSTGRES_PASSWORD=netbox

    volumes:

      - ./postgres:/var/lib/postgresql/data

  redis:

    image: redis:6-alpine

    container_name: redis

    command: redis-server --requirepass netbox

    volumes:

      - ./redis:/data

3. Start NetBox
Open a terminal, navigate to the directory containing the docker-compose.yml  file, and run
the following command:

This command will pull the necessary Docker images and start the containers in detached
mode.

docker-compose up -d

4. Access the NetBox Web UI
Open your web browser and navigate to http://localhost:8000  to access the NetBox web
interface.



Once NetBox is up and running, follow these steps to configure and start using the platform.

Log In: Open the NetBox web UI and log in using the default credentials (admin/admin).
Make sure to change the admin password immediately for security purposes.
Configure Settings: Access the settings menu to configure global settings, such as site
information and API keys.

Create Data Centers: Define your data centers and their locations.
Add Racks: Document the racks within each data center, including their dimensions and
positions.

Register Devices: Add details about the devices in your racks, such as servers, switches,
and routers.
Define Connections: Document physical and logical connections between devices to
maintain an accurate network topology.

Create Prefixes: Define IP subnets and VLANs for your network.
Assign IPs: Assign IP addresses to devices and interfaces as needed.

NetBox Official Website – Learn more about NetBox and its capabilities.
NetBox GitHub Repository – Explore the source code and contribute to the project.

NetBox is a comprehensive and scalable solution for managing and documenting network
infrastructure. Its robust feature set, including IPAM, DCIM, and visualization tools, makes it an
invaluable tool for network administrators and engineers. By following the Docker-Compose
installation and basic setup instructions, you can quickly deploy NetBox and start leveraging its
powerful capabilities. For more detailed configurations and support, explore the available
documentation and community resources.

Basic Setup Instructions

Step 1: Initial Configuration

Step 2: Add Data Centers and Racks

Step 3: Add Devices and Connections

Step 4: Manage IP Addresses

Useful Links

Conclusion

https://netbox.dev
https://github.com/netbox-community/netbox
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