HAProxy

Mastering HAProxy with pfSense

In the world of network management and load balancing, HAProxy and pfSense are powerful tools
that, when used together, offer robust and flexible solutions for managing traffic and ensuring high
availability. This comprehensive guide explores the features of HAProxy, its integration with
pfSense, and provides detailed setup instructions for configuring both internal and external
services.

What is HAProxy?

HAProxy (High Availability Proxy) is a free, open-source software that provides high-performance
load balancing and proxy services for TCP and HTTP-based applications. Known for its reliability
and flexibility, HAProxy is widely used to distribute traffic across multiple servers, enhance
performance, and ensure high availability.

What is pfSense?

pfSense is an open-source firewall and router software distribution based on FreeBSD. It offers
extensive features for network security, including firewall protection, VPN support, and traffic
shaping. pfSense is highly customizable and can be extended with packages to enhance its
functionality.

Integrating HAProxy with pfSense

Integrating HAProxy with pfSense allows you to leverage pfSense’s robust network management
capabilities while utilizing HAProxy for efficient load balancing and traffic distribution. This setup is
ideal for handling internal and external services, providing high availability and improved
performance.

Key Features of HAProxy

1. Load Balancing: Distribute traffic across multiple servers to balance the load, prevent
server overloads, and ensure a smooth user experience.

2. High Availability: Ensure high availability by routing traffic to healthy servers and
providing failover capabilities.

3. SSL Termination: Offload SSL/TLS decryption from backend servers to HAProxy,
improving performance and simplifying certificate management.



4. Content Switching: Direct traffic to different servers based on URL paths, domains, or
other criteria.

5. Health Checks: Monitor the health of backend servers and automatically route traffic
away from servers that are down or underperforming.

6. Sticky Sessions: Maintain session persistence by directing requests from a specific client
to the same backend server.

7. Advanced Routing: Utilize various routing algorithms and policies to control how traffic
is distributed among servers.

8. Access Control: Implement access control rules to restrict or allow traffic based on
various conditions.

9. Logging and Monitoring: Track and analyze traffic patterns and performance metrics
with detailed logging and monitoring capabilities.

Setting Up HAProxy on pfSense

To set up HAProxy on pfSense, follow these steps:

Prerequisites

e pfSense installed and running (version 2.4.x or later recommended)
e Basic understanding of pfSense and HAProxy
e Access to the pfSense web interface

Step 1: Install HAProxy Package

1. Log in to pfSense: Access your pfSense web interface by navigating to
http://<your pfsense ip> in your web browser.

2. Navigate to Package Manager: Go to System > Package Manager > Available Packages .

3. Search for HAProxy: In the search bar, type HAProxy and click on the Install button
next to the HAProxy package.

4. Confirm Installation: Review the installation details and click Confirm to start the
installation process. Wait for the installation to complete.

Step 2: Configure HAProxy

1. Access HAProxy Configuration: After installation, navigate to Services > HAProxy .
2. Add Backend Servers:

e Go to the Backends tab and click +Add .

e Enter a name for the backend server group (e.g., MyAppBackend ).

e Configure the settings for the backend servers, including the server IP addresses,

ports, and health check options.

e Save your settings.
3. Add Frontend Configuration:

e Navigate to the Frontends tab and click +Add .

e Enter a name for the frontend (e.g., MyAppFrontend ).



e Configure the frontend settings, including the IP address and port on which HAProxy
will listen.
e In the Default Backend section, select the backend server group you created earlier.
e Save your settings.
4. Configure SSL Termination (Optional):
e To configure SSL termination, navigate to Services > HAProxy > SSL Offloading .
e Upload or select an SSL certificate.
e Associate the certificate with the frontend configuration by specifying it in the ssL
Certificate section.
5. Configure Access Control (Optional):
e Implement access control rules by navigating to Services > HAProxy > Access Control

e Create rules based on IP addresses, user agents, or other criteria to control access to
your services.
6. Apply Configuration:
e After configuring HAProxy, click on the Apply Changes button to activate your
configuration.

Step 3: Basic Setup of Internal and External Services

Internal Services:

1. Internal Load Balancing: Use HAProxy to balance traffic across internal servers, such as
application servers or databases. Ensure that internal servers are correctly defined in the
backend configuration.

2. Service Discovery: Utilize DNS or service discovery mechanisms to dynamically update
backend server lists if needed.

External Services:

1. Public Access: Configure HAProxy to handle traffic from the public internet by setting up
frontends with appropriate external IP addresses and ports.

2. SSL/TLS: Set up SSL/TLS certificates for secure communication between external clients
and your Nextcloud instance. HAProxy can handle SSL termination to offload the
encryption and decryption process from backend servers.

3. Firewall Rules: Ensure that pfSense firewall rules allow traffic to and from the HAProxy
frontend ports. Configure NAT rules if necessary to direct external traffic to the HAProxy
service.

Useful Links

e HAProxy Official Website - Learn more about HAProxy and its features.

e pfSense Official Website - Access documentation and support for pfSense.

Conclusion


https://www.haproxy.org/
https://www.pfsense.org/

Integrating HAProxy with pfSense provides a powerful solution for managing and optimizing
network traffic. With HAProxy’s advanced load balancing and proxy features and pfSense’s robust
firewall and routing capabilities, you can create a highly available, secure, and efficient network
environment.

By following the installation and setup instructions provided, you can quickly deploy HAProxy on
pfSense and begin leveraging its capabilities to manage internal and external services effectively.
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